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“Content-Security-Policy” Lt sl A~ 22 4>

FEE -
Cvss 7+%t: 5.0
URL: http://develop.o20a.net/o2_core/o2/Ip/zh-cn.js
Ik zh-cn.js (Page)
A - ATRES SRR X Web MAIRRFFROBURME B, i 4. BR0. HLE 4 A/ sEusoc A &
ATRE WA PR EEE A 4. B, BEHRS. R SEERER
A Web N2 7 g Bl e B A 2 4
Il 5 i - MR 55 2 e B A P 22 45 SR [ “Content-Security-Policy” Sk
#fE:  AppScan £l F] Content-Security-Policy iR Sk ik B R A 22 A 5%, 1% 7] BE 2 58 KRR 4 1 5
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Referer: http://develop.o2oa.net/x desktop/index.html
Connection: keep-alive

Host:

develop.o20a.net

Accept: */*

authorization: HeEoZIVgPjRSFT_gQ92UAsoDcG1LWekGOBWG66Z0I1ly]jynyKX8gw5g
Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT_gQ92UAsoDcGlLWekGOBWG66Z0I1ly]ynyKX8qwSg

HTTP/1.1 200 OK

Last-Modified: Tue, 28 Jul 2020 07:56:47 GMT
Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary:

Accept-Encoding, User-Agent

Content-Length: 16837

Date:

Tue, 04 Aug 2020 05:02:52 GMT

Content-Type: application/javascript
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http://develop.o2oa.net/o2_core/o2/lp/zh-cn.js

) et

02.LP = window.LP || {
"name": "#&",
"description": "ffiid",
"searchKey": "iHMiANEEKETE",
"desktop_style": "HMHIXHE",
"flat style": " FRUAE"

}i

02.LP.process = {
"unnamed": "RA&",

2 /5

“Content-Security-Policy” kBt ks A 22 4=

T -
CVSS 7#i: 5.0
URL: http://develop.o20a.net/x_desktop/js/x.min.js
Scfs: x.min.js (Page)
PR - AT RES IR X Web MR MEUREE, WHFA. Fi0. PLas 4/ Eussc- a8
AIRE MY P IREEE WA P . BB, BHES. SRR S SEEEEER
JEA - Web B F 2 /7 gw i Blic B A 24
I3 e L - o 1R 55 7 e B O 18 F 22 4 SR (1] “Content-Security-Policy " sk
e AppScan il %] Content-Security-Policy Wi Sk R BLR A A A5, X RS KFE SR
BT M AT Z T
A2 A 3 D e =
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Referer: http://develop.o2oa.net/x_desktop/index.html

Connection: keep-alive

Host: develop.o20a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAsoDcGlLWekGOBWG66Z0Ily]jynyKX8qw5g
Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT_gQ92UAsoDcGlLWekGOBWG66Z0I1y]jynyKX8qw5g

HTTP/1.1 200 OK

Last-Modified: Tue, 28 Apr 2020 03:57:27 GMT
Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 839

Date: Tue, 04 Aug 2020 05:02:52 GMT
Content-Type: application/javascript

layout.addReady ( (function() {!function (e) {e.inBrowser=!1,e.desktop.type="layout";var

o=$ ("browser_loading") ;MWF.xDesktop.getUserLayout ( (function () {e.userLayout=e.userLayout||{};var
t=new URI (window.location.href),a=t.getData ("view"),p=t.getData("style") ;p&&
(e.userLayout.flatStyle=p),al| (a=e.userLayouté&&e.userLayout.viewMode?

e.userLayout.viewMode: "homepage"),a=a.toLowerCase(),a=-1!==

["layout", "desktop"].indexOf (a) ?"Layout":"Default",e.viewMode=a.capitalize (), $ ("appContent") .dest
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roy () ,MWF.require ("MWF.xDesktop."+e.viewMode, (function () {e.desktop=new MWF.xDesktop[e.viewMode]
("layout _main",{}),e.desktop.load(),e.desktop.openApplication] |
(e.desktop.openApplication=e.openApplication),e.desktop.refreshAppl| |
(e.desktop.refreshApp=e.refreshApp) })),o0&&new Fx.Tween (o) .start ("opacity",0).chain((function()
{o.destroy(),o0=null})) }))} (layout)}));

a3 /5 o0
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URL: http://develop.o20a.net/

Sk (Page)

JR: - ATRES IR A 5% Web MAIRRFFROBURME B, i 4. BR0. ML A/ sEusoc A &
ATRE WG PR EEE A 4. B, EHRS. R SEERER

JELA - Web N2 7 e Bl ie B A 2 4

Epre H4 N 55 45 T B A FH 22 42 S e 1) “Content-Security-Policy "k

#EEE:  AppScan ¥l F] Content-Security-Policy i 57 Skt 45 ok B A A 2 A 5, X ] fE 2 KR LR
H TSP S A 2T
25 A 0 B e =

Connection: keep-alive

Host: develop.o2o0a.net

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9, image/webp, image/apng,*/*;q=0.8
authorization: HeEoZIVgPjRSFT_gQ92UAsoDcG1LWekGOBWG66Z0I1ly]jynyKX8gw5g

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT_gQ92UAsoDcGlLWekGOBWG66Z0I1ly]jynyKX8qwSg

HTTP/1.1 200 OK

Last-Modified: Fri, 19 Jun 2020 02:28:22 GMT
Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 282

Date: Tue, 04 Aug 2020 05:02:52 GMT
Content-Type: text/html

<!DOCTYPE html>

<html>

<head>

<meta charset="UTF-8"/>

<meta property="qgc:admins" content="1556771456600414672564530" />

<meta http-equiv="refresh" content="0;url=./x desktop/index.html"/>
</head>

<body style="margin:0;font-size: 1.0em; font-family:Microsoft Yahei"></body>
</html>
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Referer: http://develop.o20a.net/

Connection: Keep-Alive

Host: develop.o2o0a.net

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
authorization: HeEoZIVgPjRSFT gQ92UAsoDcGlLWekGOBWG66Z0Ily]jynyKX8gw5g
Accept-Language: en-US

x-token: HeEoZIVgPJRSFT gQ92UAsoDcGlLWekGOBWG66Z0I1y]jynyKX8qw5g

HTTP/1.1 200 OK

Last-Modified: Fri, 19 Jun 2020 02:28:23 GMT
x-ua-compatible: IE=edge

Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 5202

Date: Tue, 04 Aug 2020 05:02:19 GMT
Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtmlll/DTD/xhtmlll.dtd">
<html xml:lang="zh-CN" xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta charset="UTF-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<link rel="stylesheet" type="text/css" href="css/style.css?v=-87026e5" charset="UTF-8" />
<link rel="stylesheet" href="css/mBoxNotice.css?v=-£060151" charset="UTF-8" />
<link rel="stylesheet" href="css/mBoxTooltip.css?v=-4e9e25a" charset="UTF-8" />
<title>02</title>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

4 | 5
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URL:
otk

#EFE:  AppScan %] Content-Security-Policy i 5 Sk # e B B A AN 22 4 TR, IX Al Rl 2 58 KRR 2

http://develop.o20a.net/o2_lib/Decimal.js
Decimal.js (Page)

A RER WS Kk Web NAIFERF MBURMEE, W4, &, HLEs 2 /st B
AR MBI PR AE I P . B EHR S RR RS EBIRE S

Web [ T2 i 2 ok i B A % 4

: B IR 55 2% I B N i FH 22 4= SR s 117 “Content-Security-Policy” 3k

P T AR EABGLT 2R

AREE b T X -

2020/8/4

Referer: http://develop.o2o0a.net/x_desktop/index.html
Connection: keep-alive
Host: develop.o20a.net
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Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAsoDcGlLWekGOBWG66Z0Ily]jynyKX8qw5g
Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT_gQ92UAsoDcGlLWekGOBWG66Z0I1yjynyKX8qw5g

HTTP/1.1 200 OK

Last-Modified: Tue, 28 Apr 2020 03:57:25 GMT
Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 23334

Date: Tue, 04 Aug 2020 05:02:52 GMT
Content-Type: application/javascript

/*! decimal.js v4.0.1 https://github.com/MikeMcl/decimal.js/LICENCE */
(function(n) {"use strict";function 1(n) {for(var t,e,f=1,r=n.length,u=n[0]+"";f<r;f++)...

5/ 5

“Content-Security-Policy” kBt ks A 22 4=

T k-
CVSS #+#: 5.0
URL: http://develop.o20a.net/02_core/o2/widget/Menu.min.js
Sk Menu.min.js (Page)
PR - Al RE AR % Web MR FHIBUBME R, WA 4. %00, L34 /s U sCpr &
ATRE U HI B Pt A 4. FiS. BHRS. SRS E8URE R
JEA - Web R 27 A2 Bl B A 224
Il 5 A i 45 s C B A AE 22 4 SR S 1 “Content-Security-Policy” Sk
#fEE:  AppScan £l 2] Content-Security-Policy M N Sk &i e BUEA A 22 A R mg, IX 1] Be 2> T KRR Hh 2
Ha TSP ARG 2T
2 A 35 e B e =

2020/8/4

Connection: keep-alive

Host: develop.o2o0a.net

X-Requested-With: XMLHttpRequest

Accept: text/javascript, text/html, application/xml, text/xml, */*
authorization: HeEoZIVgPjRSFT gQ92UAsoDcGlLWekGOBWG66Z0I1ly]jynyKX8qw5g
Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT_gQ92UAsoDcGlLWekGOBWG66Z0I1y]jynyKX8qw5g

HTTP/1.1 200 OK

Last-Modified: Fri, 19 Jun 2020 02:28:22 GMT
Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 10217

Date: Tue, 04 Aug 2020 05:02:52 GMT
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Content-Type: application/javascript

02.widget=02.widget||{},02.widget.Menu=new Class ({Implements:
[Options,Events],Extends:o2.widget.Common, options:
{style:"default",event:"contextmenu",disable:...

“X-Content-Type-Options” kK A %4 @

1/ 5 TOC

“X-Content-Type-Options” Skt B A 22 4
T
CVSS 4% 5.0

URL: http://develop.o20a.net/02_core/o2/Ip/zh-cn.js
Jefhk: zh-cn.js (Page)
PR - A RES AR 2% Web IR FINBURIS S, WA 4. B, M8 & f/ e U c 8
AIRE S PI PRSI P 4. B0, [SHES. RS SgE R

A - Web 3 FIFR /7 4 F2 B HC B AN 224
Bl H1 AR 55 2SI B 948 F 18 J9“nosniff” i) “X-Content-Type-Options” 3k

HEFE:  AppScan il 2]“X-Content-Type-Options” i 3 Sk i 2 SR E A R 22 4 {8, X AT B2 0 AT Hh 37 2

FHEXTRBEHZ T
A2 A F iy DA e <

2020/8/4

Referer: http://develop.o2o0a.net/x _desktop/index.html

Connection: keep-alive

Host: develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT_gQ92UAsoDcGlLWekGOBWG66Z0Ily]jynyKX8gw5g
Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAsoDcGlLWekGOBWG66Z0Ily]jynyKX8qw5Sg

HTTP/1.1 200 OK

Last-Modified: Tue, 28 Jul 2020 07:56:47 GMT
Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 16837

Date: Tue, 04 Aug 2020 05:02:52 GMT
Content-Type: application/javascript

02.LP = window.LP || {
"name": "&ZFK",
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"description": "ffid",
"searchKey": "iEMIANMZRKHE ",
"desktop_style": "SEMIXIE",
"flat style": " FRUAE"

}i

02.LP.process = {
"unnamed": "ARMZ",

2 /5

“X-Content-Type-Options” Skt g s A 22 4

g

Cvss 7+#t: 5.0

URL:
otk

http://develop.o20a.net/x_desktop/js/x.min.js
x.min.js (Page)

A RE SR Kk Web NAIFERF MBURMEE, W4, &, HLEs 2 /st B
AR MV PR AE I P . B EHR S R RS EBIRE S

Web [ T2 i 2 ok i B A % 4

: W1 R 55 48 1ic B v F 18 N “nosniff” () “X-Content-Type-Options” sk

#EFE.  AppScan £l E)“X-Content-Type-Options” M 3 Sk L B B G N2 4 E, XA At KRR

BN S A

AREE Ak T X -

2020/8/4

Referer: http://develop.o2o0a.net/x_desktop/index.html

Connection: keep-alive

Host: develop.o20a.net

Accept: */*

authorization: HeEoZIVgPJRSFT gQ92UAsoDcGlLWekGOBWG66Z0Ily]ynyKX8qw5g
Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT gQ92UAsoDcGlLWekGOBWG66Z0I1y]jynyKX8qw5g

HTTP/1.1 200 OK

Last-Modified: Tue, 28 Apr 2020 03:57:27 GMT
Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 839

Date: Tue, 04 Aug 2020 05:02:52 GMT
Content-Type: application/javascript

layout.addReady ( (function () {!function(e) {e.inBrowser=!1,e.desktop.type="layout";var

o=$ ("browser loading");MWF.xDesktop.getUserLayout ((function () {e.userLayout=e.userLayout||{};var
t=new URI (window.location.href),a=t.getData ("view"),p=t.getData("style") ;p&&
(e.userLayout.flatStyle=p),al| (a=e.userlLayouté&&e.userLayout.viewMode?

e.userLayout.viewMode: "homepage"),a=a.toLowerCase(),a=-1!==

["layout", "desktop"].indexOf (a) ?"Layout":"Default",e.viewMode=a.capitalize (), $ ("appContent") .dest
roy () ,MWF.require ("MWF.xDesktop."+e.viewMode, (function () {e.desktop=new MWF.xDesktop[e.viewMode]
("layout_main", {}),e.desktop.load(),e.desktop.openApplication] |
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) et

(e.desktop.openApplication=e.openApplication),e.desktop.refreshApp]| |

(e.desktop.refreshApp=e.refreshApp) })),o0&&new Fx.Tween (o) .start ("opacity",0).chain((function ()

{o.destroy(),o=null}))}))} (layout)}));

3/ 5

“X-Content-Type-Options” Lt A %4

T -
CVSS #+#: 5.0
URL: http://develop.o20a.net/o2_lib/Decimal.js
Sk Decimal.js (Page)
PR - Al RE AR % Web MR FHIBUBME B, WA 4. %00, L84 /s U sCpRr &
A RE MY P IREEE A P . BB, BHES. SRR S SEEUEREER
A - Web 37 #2574 Fit Bl L B AN 22 4
5 4 B R 55 B lic B N AE N “nosniff” [ “X-Content-Type-Options” 2k
e AppScan fiill £]“X-Content-Type-Options” i i Skl R BB A A% 4 H, XIS KRR
THER T ERBGEZ T
25 A By I e -

7] 7t

2020/8/4

Referer: http://develop.o2oa.net/x_desktop/index.html

Connection: keep-alive

Host: develop.o20a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAsoDcG1LWekGOBWG66Z0I1ly]jynyKX8qw5g
Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT_gQ92UAsoDcGlLWekGOBWG66Z0I1y]jynyKX8qw5g

HTTP/1.1 200 OK

Last-Modified: Tue, 28 Apr 2020 03:57:25 GMT
Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 23334

Date: Tue, 04 Aug 2020 05:02:52 GMT
Content-Type: application/javascript

/*! decimal.js v4.0.1 https://github.com/MikeMcl/decimal.js/LICENCE */

(function(n) {"use strict";function 1(n) {for(var t,e,f=1,r=n.length,u=n[0]+"";f<r;f++)...

4 | 5
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URL:
Jopk-

http://develop.o20a.net/x_desktop/index.html
index.html (Page)

I RE A X Web MR MBURME S, w44, &, HLas 4 A/ s oA B
ARSI BTG PB4 E. EHRS . RS SEBRER

Web 3 FH 2 7 4 A BUAC B A %2 42

: B R 55 3 lc B NS N “nosniff” [ “X-Content-Type-Options” sk

#EME-  AppScan £l E)“X-Content-Type-Options” i v Skt e B B AN 4, XTI AE 2 KR 27

BNt S G A

AR S T g oz -
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2020/8/4

Referer: http://develop.o2o0a.net/

Connection: Keep-Alive

Host: develop.o20a.net

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
authorization: HeEoZIVgPjRSFT_ gQ92UAsoDcGlLWekGOBWG66Z0I1ly]jynyKX8qw5g
Accept-Language: en-US

x-token: HeEoZIVgPJRSFT_gQ92UAsoDcGlLWekGOBWG66Z0I1ly]jynyKX8qwSg

HTTP/1.1 200 OK

Last-Modified: Fri, 19 Jun 2020 02:28:23 GMT
x-ua-compatible: IE=edge

Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 5202

Date: Tue, 04 Aug 2020 05:02:52 GMT
Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtmlll.dtd">
<html xml:lang="zh-CN" xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta charset="UTF-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<link rel="stylesheet" type="text/css" href="css/style.css?v=-87026e5" charset="UTF-8" />
<link rel="stylesheet" href="css/mBoxNotice.css?v=-£060151" charset="UTF-8" />
<link rel="stylesheet" href="css/mBoxTooltip.css?v=-4e9e25a" charset="UTF-8" />
<title>02</title>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

5/ 5
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Cvss 7+%t: 5.0

URL: http://develop.o20a.net/

e (Page)

RS - FRESINERT ¢ Web SRR P IIEURME R, W&, B0, las 4 A eusor o B
AIRe I PR b A P & FiE. SRS SRR SEERER

B Web [ FI# /7 4 i BAC B A 22 4

85 1 = B RSS2 BC B N AL B N nosniff’ () “X-Content-Type-Options” 3k

#EFE:  AppScan &I F]“X-Content-Type-Options” i S Sk R Bl B H R 2 4 {H, XA Rea T KRR TE
THEX T ERBEHZ T

ARZ b T o -

Connection: keep-alive

Host: develop.o20a.net

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, image/apng,*/*;q=0.8
authorization: HeEoZIVgPJRSFT gQ92UAsoDcGlLWekGOBWG66Z0Ily]ynyKX8qw5g

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT gQ92UAsoDcGlLWekGOBWG66Z0I1y]jynyKX8qw5g

HTTP/1.1 200 OK

Last-Modified: Fri, 19 Jun 2020 02:28:22 GMT
Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 282

Date: Tue, 04 Aug 2020 05:02:52 GMT
Content-Type: text/html

<!DOCTYPE html>

<html>

<head>

<meta charset="UTF-8"/>

<meta property="gc:admins" content="1556771456600414672564530" />

<meta http-equiv="refresh" content="0;url=./x_desktop/index.html"/>
</head>

<body style="margin:0;font-size: 1.0em;font-family:Microsoft Yahei"></body>
</html>

Referer: http://develop.o2o0a.net/

Connection: Keep-Alive

Host: develop.o20a.net

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
authorization: HeEoZIVgPjRSFT gQ92UAsoDcGlLWekGOBWG66Z0I1ly]jynyKX8qw5g
Accept-Language: en-US

x-token: HeEoZIVgPJjRSFT_gQ92UAsoDcGlLWekGOBWG66Z0I1y]jynyKX8qw5g

HTTP/1.1 200 OK

Last-Modified: Fri, 19 Jun 2020 02:28:23 GMT
x-ua-compatible: IE=edge

Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes
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Vary: Accept-Encoding, User-Agent
Content-Length: 5202

Date: Tue, 04 Aug 2020 05:02:19 GMT
Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtmlll.dtd">
<html xml:lang="zh-CN" xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<meta charset="UTF-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<link rel="stylesheet" type="text/css" href="css/style.css?v=-87026e5" charset="UTF-8" />
<link rel="stylesheet" href="css/mBoxNotice.css?v=-£f060151" charset="UTF-8" />
<link rel="stylesheet" href="css/mBoxTooltip.css?v=-4e9e25a" charset="UTF-8" />
<title>02</title>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
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URL:
Jopk-

http://develop.o20a.net/02_core/o2/Ip/zh-cn.js
zh-cn.js (Page)

A RESWRA 5 Web TR FP VBB B, WA P 44 B0 HL&s 4 A/ s U oA B
MRS MBI PB4 E. EHRS . e RESEBRER

Web 3 FH 2 7 4 A BUC B A %2 42

: B RS 2R BN FE A1 (BB D [19“X-XSS-Protection” 3k

#fE¥:  AppScan Kl F] X-XSS-Protection Wi 8 Sk R BLUEA AN AAE, X P Ae20id i il AU AR 2 ) 25
i

AR b T R -

2020/8/4

Referer: http://develop.o2oa.net/x_desktop/index.html

Connection: keep-alive

Host: develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPJjRSFT_ gQ92UAsoDcGlLWekGOBWG66Z0I1ly]jynyKX8qw5g
Accept-Language: en-US,en;g=0.9

x-token: HeEOZIVgPJjRSFT_gQ92UAsoDcGlLWekGOBWG66Z0I1ly]jynyKX8qw5g

HTTP/1.1 200 OK
Last-Modified: Tue, 28 Jul 2020 07:56:47 GMT
Connection: keep-alive
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FEEE

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 16837

Date: Tue, 04 Aug 2020 05:02:52 GMT
Content-Type: application/javascript

02.LP = window.LP || {
"name": "£&M",
"description": "ifii&",
"searchKey": "ifMiNERKETE",
"desktop_style": "SRMKIE",
"flat_style": "fiFRA&"

02.LP.process = {
"unnamed": "RML",
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WA RS HLES AL A EREURS I B

A RES N RIH A IR AEE A 4 . EARS . R SERRER

AppScan il ] X-XSS-Protection i i Sk Jk BURAT AN 224 H, 3K AT BE 235 RS i s A AR 4 i) 25
B

URL: http://develop.o20a.net/x_desktop/js/x.min.js

Jefhk: x.min.js (Page)

A - Al RE ISR 55 Web B IR FE ROBURAS B,

A - Web NI ¥ g Bl e B A 2 4

[F5] 5 f# = VR 55 Bl BN FE A1 (BB D [“X-XSS-Protection”sk
3.
A2 A 3 1 P e =

2020/8/4

Referer: http://develop.o2oa.net/x desktop/index.html

Connection: keep-alive
Host: develop.o2o0a.net
Accept: */*

authorization: HeEoZIVgPJRSFT_gQ92UAsoDcGlLWekGOBWG66Z0Ily]jynyKX8gw5g

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT_gQ92UAsoDcGlLWekGOBWG66Z0Ily]jynyKX8qw5Sg

HTTP/1.1 200 OK

Last-Modified: Tue, 28 Apr 2020 03:57:27 GMT

Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 839

Date: Tue, 04 Aug 2020 05:02:52 GMT
Content-Type: application/javascript
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layout.addReady ( (function () {! function(e) {e.inBrowser=!1,e.desktop.type="layout";var

o=$ ("browser_loading") ;MWF.xDesktop.getUserLayout ( (function () {e.userLayout=e.userLayout| | {};var
t=new URI (window.location.href),a=t.getData ("view"),p=t.getData ("style") ;p&&
(e.userLayout.flatStyle=p),al| (a=e.userlLayout&&e.userLayout.viewMode?

e.userlLayout.viewMode: "homepage"),a=a.toLowerCase(),a=-1!==

["layout", "desktop"].indexOf (a) ?"Layout":

{o.destroy(),o=null}))}))} (layout)}));
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“X-XSS-Protection” Lo s 224>

FeEE

CVSS 4%: 5.0

URL:
otk
A=

J5A -
I 5 L

#E¥E:  AppScan £l F] X-XSS-Protection M ki R BEA RN LA, X T RELIE Fus uh mU 48 g ] 2
Gn

http://develop.o20a.net/o2_core/o2/widget/Menu.min.js

Menu.min.js (Page)

A RER SR < Web NI MBURMGEE, W4, &, PLEs 4 /st B
A RES MBI PR AE I A S EHR S RS S EBRE R

Web N A% 5 4 1 SN0 B A % 4

AR e T iy I o =

2020/8/4

Connection: keep-alive
Host: develop.o20a.net

IR 5% 24 BN FHAE N1 (28R HJ“X-XSS-Protection”sk

X-Requested-With: XMLHttpRequest

Accept: text/javascript, text/html, application/xml,
authorization: HeEoZIVgPJRSFT gQ92UAsoDcGlLWekGOBWG66Z0Ily]jynyKX8gw5g
Accept-Language: en-US,
x-token: HeEoZIVgPJjRSFT gQ92UAsoDcGlLWekGOBWG66Z0I1y]jynyKX8qw5g

HTTP/1.1 200 OK
Last-Modified: Fri, 19
Connection: keep-alive
Server: nginx/1.14.1
Accept-Ranges: bytes
Vary: Accept-Encoding,
Content-Length: 10217
Date: Tue, 04 Aug 2020

en;g=0.9

Jun 2020 02:28:22 GMT

User-Agent

05:02:52 GMT

Content-Type: application/javascript

02.widget=02.widget||{},02.widget.Menu=new Class ({Implements:
[Options,Events],Extends:02.widget.Common, options:
{style:"default",event:"contextmenu",disable: ...

"Default",e.viewMode=a.capitalize(),$ ("appContent") .dest
roy () ,MWF.require ("MWF.xDesktop."+e.viewMode, (function () {e.desktop=new MWF.xDesktop[e.viewMode]
("layout_main", {}),e.desktop.load(),e.desktop.openApplication] |
(e.desktop.openApplication=e.openApplication),e.desktop.refreshApp] |
(e.desktop.refreshApp=e.refreshApp) })),o0&&new Fx.Tween (o) .start ("opacity",0) .chain((function()
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“X-XSS-Protection” LI ok 224>
Pl
CVSS 4+¥: 5.0

URL:
otk
A=

JEA -
Il 5 L

#fE3:  AppScan FllE] X-XSS-Protection M 5 Sk Hi kSR A2 4E, X T 8218 FI S Sl wei JH1 A 25 1] 0
&

http://develop.o20a.net/o2_lib/Decimal.js

Decimal.js (Page)

A RES R A X Web N AR P VBURME B, WA 4 B0 HLas 4 A1/ ssus oS B

ARESMUHIZ M P REE R 4. BB, GRS Hakis
Web B2 7 gm 2 ek B A 2 &

: RSS2 BN FHAE 9 1” (28R HI“X-XSS-Protection”sk

AR 2 e T 0 o =

7] it

2020/8/4

Referer: http://develop.o2o0a.net/x _desktop/index.html

Connection: keep-alive

Host: develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPJRSFT_ gQ92UAsoDcGlLWekGOBWG66Z0Ily]jynyKX8qw5g
Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAsoDcGlLWekGOBWG66Z0Ily]jynyKX8qw5Sg

HTTP/1.1 200 OK

Last-Modified: Tue, 28 Apr 2020 03:57:25 GMT
Connection: keep-alive

Server: nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 23334

Date: Tue, 04 Aug 2020 05:02:52 GMT
Content-Type: application/javascript

/*! decimal.js v4.0.1 https://github.com/MikeMcl/decimal.js/LICENCE */
(function(n) {"use strict";function 1 (n) {for(var t,e,f=1,r=n.length,u=n[0]+

5/ 5
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URL:

Sotk-

PR -

-
bl .-

5.0
http://develop.o20a.net/x_desktop/res/config/config.json
config.json (Page)

A RESWEEA K Web AR FP VBB S, WA 44 B, W& A/ s sug oA 8
AR MV PR AE I P . B EHRS . RR RS EBIRE R

Web B F 2 /7w FE e B A 224
B R Ss aslic BoNAE A (BB D KI“X-XSS-Protection”sk

#ERE:  AppScan £l ] X-XSS-Protection Wi b Sk sk Ak LR A A A {H,  TX T BE 238 A0 il 1 JALA 9 1 A0
En

ARZ b T o -

Connection: keep-alive
Host: develop.o20a.net
X-Requested-With: XMLHttpRequest

Accept:

application/json

authorization: HeEoZIVgPJRSFT gQ92UAsoDcGlLWekGOBWG66Z0Ily]ynyKX8qw5g
Accept-Language: en-US,en;g=0.9
x-token: HeEoZIVgPJjRSFT_gQ92UAsoDcGlLWekGOBWG66Z0I1lyjynyKX8qw5g

HTTP/1.1 200 OK
Last-Modified: Mon, 27 Jul 2020 02:07:20 GMT
Connection: keep-alive

Server:

nginx/1.14.1

Accept-Ranges: bytes

Vary: Accept-Encoding, User-Agent
Content-Length: 521

Date: Tue, 04 Aug 2020 05:02:52 GMT
Content-Type: application/json

{

"center": [

{

"port":

"20030",

"host": "'

2020/8/4

Oracle HEXHHERIME ©
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URL:
Sk
ARG -

sl 5

http://develop.o20a.net:20020/x_processplatform_assemble_surface/jaxrs/work/count/
sqlnet.log (Page)

A RES SRR X Web MR P OBURME B, 4. B00. P4 A/ aEusoc A &
Web il 55 & Bl B2 I AR Fr A 9% 2 2 DAAS 22 42 1) 77 U LK

: RERER, BREDS H BRI, B0 R R %

HERE:  AppScan RIS AT REASE NI FE A8 2 . M RRE /9200 OK” . X< I BRI 2

THTER ISR

ARZ b T o -

2020/8/4

Access-Control-Request-Headers: authorization,content-type,x-requested-with,x-token
Origin: http://develop.o20a.net

Accept: */*

authorization: HeEoZIVgPJjRSFT_ gQ92UAoJb-dJ_t5ZcOBWG66Z0I1y]jynyKX8qw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT_ gQ92UAoJb-dJ_t5ZcOBWG66Z0I1y]jynyKX8qw5g

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAu31ZUQ-L4bKOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:04:51 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAu31ZUQ-L4bKOBWG66Z0I1y]jynyKX8qw5g

Content-Type: application/json;charset=utf-8

{

"type": "success",
"data": {
"task": 0,

"taskCompleted": 0,
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FeEE

Cvss 4H#t: 5.0

URL:
otk

http://develop.o20a.net:20020/x_hotpic_assemble_control/jaxrs/user/hotpic/filter/
sqglnet.trc (Page)

ARESWEEA X Web N IFEFFHUBURME S, WA 4. B0 HLas 4 A1/ sug oA B
Web Jii 5% &% 2082 FH 2 e i 55 442 LAAS 22 4 i) 07 sCBC LY

: RAERER, BREDGS H SR TTI, B8R ER %

HEFE:  AppScan RSO AT REASE R HIFR A5 0 o IR 9200 OK” . X s I BRI

T TR ISR

AR 22 0y 0 i =

2020/8/4

Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8gw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qwSg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_ gQ92UAhF1YbuakulhOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:09 GMT

x-token: HeEoZIVgPJRSFT_gQ92UAhF1YbuakulhOBWG66Z0I1ly]jynyKX8qw5Sg

Content-Type: application/json;charset=utf-8

{
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"type": "success",
"message": "M,
"date": "2020-08-04 13:05:09",

"spent": 2,
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URL:
Jopk-

http://develop.o20a.net:20020/x_processplatform_assemble_surface/jaxrs/work/count/
sqlnet.trc (Page)

A REWRA 5K Web SR FF VBB S, WA 44 B0 HLEs & A/ sl sugoc A 8
Web Jii 5% &5 2082 FH 72 7 iR 5% 4 2 DA %2 41 07 sCBC B Y

: RAERER, BREDS H BRI, B0 R R %

HERE:  AppScan RIS AT REASE NI FE P A8 2 . M RRES 9200 OK” . X7 K BRI 2

TSRS N2
AR b T i -

2020/8/4

Access-Control-Request-Headers: authorization,content-type,x-requested-with,x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8gw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT_gQ92UAocJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qw5g

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"
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Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAu31ZUQ-L4bKOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:04:51 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAu31ZUQ-L4bKOBWG66Z0I1ly]jynyKX8qw5Sg

Content-Type: application/json;charset=utf-8

{

"type": "success",
"data": {
"task": 0,

"taskCompleted": O,

4 | 4

Oracle HEIHE Bt

g

Cvss 7+#t: 5.0

URL:
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http://develop.o20a.net:20020/x_hotpic_assemble_control/jaxrs/user/hotpic/filter/
sqglnet.log (Page)

I RESINERT X Web SR IIEURMEE, W&, %0, Hlas M augoc o &
Web fif 55 % BB FH AR Fr e 5% 2 2 DAAN 22 43 1R 77 = LI

: RPBRER, FRHDG HESCIFRTT R, SR R &

HEFE:  AppScan RIS AT REASE R HTFE I AiA o o W RDIRE 9200 OK” . X s I BRI 2

THTER SRR
AR 2 e Ty I o =

2020/8/4

Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ_ t5ZcOBWG66Z0Ily]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2oca.net

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"
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7] 7t

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPJjRSFT gQ92UAhFlYbuakulhOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:09 GMT

x-token: HeEoZIVgPJjRSFT_gQ92UAhF1YbuakulhOBWG66Z0I1lyjynyKX8qw5g

Content-Type: application/json;charset=utf-8

{

"type": "success",

"message": "™,

"date": "2020-08-04 13:05:09",

"spent": 2,

RKIEFGHX D TOC
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URL:
etk
ARG -

http://develop.o20a.net:20020/x_hotpic_assemble_control/jaxrs/user/hotpic/filter/
filter.gz (Page)
FTHE S 2R S5 A B AS (R VR AR, T i 2 it L PR 3 e B At D P 2 R ) 2 SR U

55

Web [ 27 gn 2 B i B A % 4

: B2 He i H SR ST SRR D6 2 A 07 )

HEM:  AppScan U R RORZAS“200 OK”, 1 B A 88 518 3K 1 S e 44 ILIC
AREE b T X -

2020/8/4

Access-Control-Request-Headers: authorization,content-type,x-requested-with,x-token
Origin: http://develop.o20a.net
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2020/8/4

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ_ t5ZcOBWG66Z0Ily]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2o0a.net

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_ gQ92UAhF1YbuakulhOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Origin: http://develop.o20a.net

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAhF1YbuakulhOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:09 GMT

x-token: HeEoZIVgPJRSFT_gQ92UAhF1YbuakulhOBWG66Z0Ily]ynyKX8qw5Sg

Content-Type: application/json;charset=utf-8

"type": "success",
"message": "",
"date": "2020-08-04 13:05:09",

"spent": 1,
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URL: http://develop.o20a.net:20020/x_processplatform_assemble_surface/jaxrs/work/count/

k- count.zip (Page)

JAK: - A Rt R RS d i A VR ANAD,  IXRT itk R I A e 32 4 R HL A 1 7 4 FH 85 05 22 S R BEURR
B

A - Web 3 TR /7 4 F2 B IC B AN 224

6l 5 A - W 22 48 B 3% S0 BRBR % & 17 9

HEFE:  AppScan FU R RORZAS 200 OK”, 1 H Y A 2888 518 SR 1 S0 g 44 ILIRC
AR 2 e T 0 o =

Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ_ t5ZcOBWG66Z0Ily]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2o0a.net

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT_ gQ92UAu31ZUQ-L4bKOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Origin: http://develop.o20a.net

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAu31ZUQ-L4bKOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:04:51 GMT

x-token: HeEoZIVgPjRSFT gQ92UAu31ZUQ-L4bKOBWG66Z0I1yjynyKX8qw5g

Content-Type: application/json;charset=utf-8

{

"type": "success",
"data": {
"task": 0,

"taskCompleted": 0,

2020/8/4
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URL: http://develop.o20a.net:20020/x_processplatform_assemble_surface/jaxrs/work/count/

ok count.gz (Page)

A - q%ﬁ%ﬁiﬂﬁ%ﬁﬁ%ﬂiﬂﬂiﬁﬁﬁ{ﬁﬁg, TXTT RE 2 R N R a2 A e At o n 44 AN R 2 SR UK
B Web 5 Iy g R B G B A 22 4

Il - W2 4 H SR SO SRR % 8 7 i

#EM:  AppScan #UE W FLR A 200 OK”, 11 H N A28 BL 517 3K 1 SCAHT e 44 ILIC .«
AR 22 0y 0 i =

Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8gw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qwSg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAu31ZUQ-L4bKOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Origin: http://develop.o2ca.net

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT gQ92UAu31ZUQ-L4bKOBWG66Z0I1ly]jynyKX8qw5Sg; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:04:51 GMT

x-token: HeEOZIVgPJjRSFT_gQ92UAu31ZUQ-L4bKOBWG66Z0I1y]jynyKX8qw5g

Content-Type: application/json;charset=utf-8
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{

"type": "success",
"data": {

"task": O,

"taskCompleted": 0,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with,x-token
Origin: http://develop.o20a.net

Accept: */*

authorization: HeEoZIVgPJjRSFT_ gQ92UAoJb-dJ_t5ZcOBWG66Z0I1y]jynyKX8gw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0I1y]jynyKX8qw5g

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Vary: Accept-Encoding, User-Agent
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Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAnQacDlVuo2A0BWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:11 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAnQacD1Vuo2A0BWG66Z0I1y]jynyKX8qw5g

Content-Type: application/json;charset=utf-8

{

"type": "success",

"message": "",

"date": "2020-08-04 13:05:11",

"spent": 3,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o20a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ t5ZcOBWG66Z0I1ly]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive
Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net
Content-Length: 244
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Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT gQ92UAu31ZUQ-L4bKOBWG66Z0I1ly]jynyKX8qw5Sg; path=/;
domain=.o020a.net

Access-Control-Allow-Origin: http://develop.o2o0a.net

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT_ gQ92UAu31zUQ-L4bKOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:04:51 GMT

x-token: HeEoZIVgPJRSFT_gQ92UAu31ZUQ-L4bKOBWG66Z0I1y]jynyKX8qwSg

Content-Type: application/json;charset=utf-8

{

"type": "success",
"data": {
"task": 0,

"taskCompleted": 0,

6 / 25 TOC

KB4 H =

FEE -

Cvss 7+#t: 5.0

URL:
Sefhk:

http://develop.o20a.net:20020/x_hotpic_assemble_control/jaxrs/user/hotpic/filter/

filter.rar (Page)
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Access-Control-Request-Headers: authorization,content-type, x-requested-with, x-token
Origin: http://develop.o2o0a.net
Accept: */*
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authorization: HeEoZIVgPJjRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8gw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT_gQ92UAocJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qw5g

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAhF1YbuakulhOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.020a.net

Access-Control-Allow-Origin: http://develop.o20a.net

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAhF1YbuakulhOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:10 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAhF1YbuakulhOBWG66Z0I1ly]jynyKX8qw5g

Content-Type: application/json;charset=utf-8

{

"type": "success",

"message": "",

"date": "2020-08-04 13:05:10",

"spent": 5,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o20a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ t5ZcOBWG66Z0I1ly]jynyKX8qw5g

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAu31ZUQ-L4bKOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

-begin_highlight tag--

"type": "success",
"data": {
"task": O,

"taskCompleted": O,
"--end_highlight_tag--read": O,
"readCompleted": O,
"review": 0

by

"message": "",
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URL: http://develop.o20a.net:20020/x_hotpic_assemble_control/jaxrs/user/hotpic/filter/

k- filter.ace (Page)
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ_ t5ZcOBWG66Z0Ily]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2o0a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UApFDyzEQ7TNBOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:10 GMT

x-token: HeEoZIVgPJjRSFT gQ92UApFDyzEQ7TNBOBWG66Z0I1y]jynyKX8qw5g

Content-Type: application/json;charset=utf-8

{

"type": "success",

"message": "",

"date": "2020-08-04 13:05:10",

"spent": 1,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token

Origin: http://develop.o20a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ t5ZcOBWG66Z0I1ly]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Content-Type,

Content-Type,

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAu31ZUQ-L4bKOBWG66Z0I1lyjynyKX8qw5g; path=/;

domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE
Date: Tue, 04 Aug 2020 05:04:51 GMT

x-token: HeEoZIVgPJRSFT gQ92UAu31ZUQ-L4bKOBWG66Z0I1y]jynyKX8qw5g
Content-Type: application/json;charset=utf-8

{
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"type": "success",
"data": {
"task": 0,

"taskCompleted": O,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with,x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8gw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT_gQ92UAocJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qw5g

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAu31zUQ-L4bKOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.020a.net

-begin_highlight tag--
"type": "success",

"data": {
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"task": O,
"taskCompleted": O,
"--end_highlight_tag--read": O,
"readCompleted": O,
"review": 0

by

"message": "",
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Access-Control-Request-Headers: authorization,content-type, x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPJjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8gw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qwSg

HTTP/1.1 200 OK

Connection: close

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"
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Vary: Accept-Encoding, User-Agent
Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,

Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT_ gQ92UAu31ZUQ-L4bKOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:04:51 GMT

x-token: HeEoZIVgPJRSFT_gQ92UAu31ZUQ-L4bKOBWG66Z0I1ly]jynyKX8qwSg

Content-Type: application/json;charset=utf-8

{

"type": "success",
"data": {
"task": 0,

"taskCompleted": 0,
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Access-Control-Request-Headers: authorization,content-type, x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPJjRSFT_gQ92UAoJb-dJ_t5Z2cOBWG66Z0Ily]jynyKX8gw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qw5Sg

HTTP/1.1 200 OK
Connection: close
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Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT gQ92UAu31ZUQ-L4bKOBWG66Z0I1ly]jynyKX8qw5Sg; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:04:51 GMT

x-token: HeEOZIVgPJjRSFT_gQ92UAu31ZUQ-L4bKOBWG66Z0I1y]jynyKX8qw5g

Content-Type: application/json;charset=utf-8

{

"type": "success",
"data": {
"task": O,

"taskCompleted": O,
"read": 0,
"readCompleted": O,

"review": 0
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Access-Control-Request-Headers: authorization,content-type,x-requested-with,x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8gw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT_gQ92UAocJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qw5g

HTTP/1.1 200 OK

Connection: keep-alive
Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net
Vary: Accept-Encoding, User-Agent

Content-Length: 133

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,

Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token
ETag: "634125391"

Vary: Accept-Encoding, User-Agent
Content-Length: 133

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,

Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT gQ92UAnQacD1Vuo2AOBWG66Z0I1ly]jynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:11 GMT

x-token: HeEoZIVgPJjRSFT_gQ92UAnQacDl1Vuo2A0BWG66Z0I1y]jynyKX8qw5g

Content-Type: application/json;charset=utf-8

"type": "success",
"message": "',
"date": "2020-08-04 13:05:11",

"spent": 11,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ_ t5ZcOBWG66Z0Ily]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2o0a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAu31ZUQ-L4bKOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:04:51 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAu31ZUQ-L4bKOBWG66Z0I1y]jynyKX8qw5Sg

Content-Type: application/json;charset=utf-8

{

"type": "success",
"data": {
"task": 0,

"taskCompleted": 0,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token

Origin: http://develop.o20a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ t5ZcOBWG66Z0I1ly]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Content-Type,

Content-Type,

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UApFDyzEQ7TNBOBWG66Z0I1lyjynyKX8qw5g; path=/;

domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE
Date: Tue, 04 Aug 2020 05:05:10 GMT

x-token: HeEoZIVgPJRSFT gQ92UApPFDyzEQ7TNBOBWG66Z0I1y]jynyKX8qw5g
Content-Type: application/json;charset=utf-8

{
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"type": "success",
"message": "M,
"date": "2020-08-04 13:05:10",

"spent": 1,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with,x-token

Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8gw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT_gQ92UAocJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qw5g

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token,
Content-Length, x-cipher, x-client, x-debugger, Authorization

Content-Type,

Content-Type,
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Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAu31ZUQ-L4bKOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:04:51 GMT

x-token: HeEoZIVgPJRSFT gQ92UAu31ZUQ-L4bKOBWG66Z0I1y]jynyKX8qw5g

Content-Type: application/json;charset=utf-8

{

"type": "success",
"data": {
"task": O,

"taskCompleted": O,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with,x-token
Origin: http://develop.o20a.net

Accept: */*

authorization: HeEoZIVgPjRSFT_ gQ92UAoJb-dJ_t5ZcOBWG66Z0I1y]jynyKX8gw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qw5g

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
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Access-Control-Expose-Headers: x-token, c-token

ETag:

Vary:

"634125391"

Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag:

"634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UApFDyzEQ7TNBOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net
Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date:

Tue, 04 Aug 2020 05:05:10 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAPFDyzEQ7TNBOBWG66Z0I1y]jynyKX8qw5g
Content-Type: application/json;charset=utf-8

{

"type": "success",

"message": "",

"date": "2020-08-04 13:05:10",

"spent": 4,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o20a.net
Accept: */*
authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: PUT
Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ t5ZcOBWG66Z0I1ly]jynyKX8qw5g
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HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2c0a.net

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT gQ92UAhF1lYbuakulhOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Origin: http://develop.o2o0a.net

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_ gQ92UAhF1YbuakulhOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:09 GMT

x-token: HeEoZIVgPJRSFT_gQ92UAhF1YbuakulhOBWG66Z0I1ly]jynyKX8qw5Sg

Content-Type: application/json;charset=utf-8

{

"type": "success",

"message": "",

"date": "2020-08-04 13:05:09",

"spent": 1,
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Access-Control-Request-Headers: authorization,content-type, x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT_gQ92UAoJb-dJ_t5Z2cOBWG66Z0Ily]jynyKX8gw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2oa.net

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAnQacDlVuo2AOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:11 GMT

x-token: HeEoZIVgPJRSFT_gQ92UAnQacD1Vuo2AOBWG66Z0I1ly]ynyKX8qwSg

Content-Type: application/json;charset=utf-8

"type": "success",
"message": "",

"date": "2020-08-04 13:05:11"

"spent": 2,
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URL: http://develop.o20a.net:20020/x_hotpic_assemble_control/jaxrs/user/hotpic/filter/
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ_ t5ZcOBWG66Z0Ily]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2o0a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UApFDyzEQ7TNBOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:10 GMT

x-token: HeEoZIVgPJjRSFT gQ92UApFDyzEQ7TNBOBWG66Z0I1y]jynyKX8qw5g

Content-Type: application/json;charset=utf-8

{

"type": "success",

"message": "",

"date": "2020-08-04 13:05:10",

"spent": 3,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token

Origin: http://develop.o20a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ t5ZcOBWG66Z0I1ly]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Content-Type,

Content-Type,

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAj-P2BLi3LUBOBWG66Z0I1lyjynyKX8qw5g; path=/;

domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE
Date: Tue, 04 Aug 2020 05:05:12 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAj-P2BLi3LUBOBWG66Z0I1y]jynyKX8qw5g
Content-Type: application/json;charset=utf-8

{
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"type": "success",
"message": "M,
"date": "2020-08-04 13:05:12",

"spent": 2,

22 | 25

KBRS H >

FeEE

Cvss 7+#t: 5.0

URL:
Jopk-

] 5 L

http://develop.o20a.net:20020/x_hotpic_assemble_control/jaxrs/user/hotpic/filter/

filter.arj (Page)
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Access-Control-Request-Headers: authorization,content-type,x-requested-with,x-token

Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8gw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT_gQ92UAocJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qw5g

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token,
Content-Length, x-cipher, x-client, x-debugger, Authorization

Content-Type,

Content-Type,
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Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UApFDyzEQ7TNBOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE
Date: Tue, 04 Aug 2020 05:05:10 GMT

x-token: HeEoZIVgPJRSFT gQ92UApFDyzEQ7TNBOBWG66Z0I1y]jynyKX8qw5g
Content-Type: application/json;charset=utf-8

{

"type": "success",

"message": "",

"date": "2020-08-04 13:05:10",

"spent": 2,

W8 23 | 25 roe

BB H %
FEE -
CVSS 4M8: 5.0

URL: http://develop.o20a.net:20020/x_hotpic_assemble_control/jaxrs/user/hotpic/filter/

Sk - filter.arc (Page)
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Access-Control-Request-Headers: authorization,content-type,x-requested-with,x-token
Origin: http://develop.o20a.net

Accept: */*

authorization: HeEoZIVgPjRSFT_ gQ92UAoJb-dJ_t5ZcOBWG66Z0I1y]jynyKX8gw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qw5g

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization

2020/8/4


http://develop.o2oa.net:20020/x_hotpic_assemble_control/jaxrs/user/hotpic/filter/

Access-Control-Expose-Headers: x-token, c-token

ETag:

Vary:

"634125391"

Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag:

"634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UApFDyzEQ7TNBOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net
Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date:

Tue, 04 Aug 2020 05:05:10 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAPFDyzEQ7TNBOBWG66Z0I1y]jynyKX8qw5g
Content-Type: application/json;charset=utf-8

{

"type": "success",

"message": "",

"date": "2020-08-04 13:05:10",

"spent": 2,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o20a.net
Accept: */*
authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: PUT
Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ t5ZcOBWG66Z0I1ly]jynyKX8qw5g

2020/8/4
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HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2c0a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Vary: Accept-Encoding, User-Agent

Content-Length: 132

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Content-Type,

Content-Type,

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UApFDyzEQ7TNBOBWG66Z0I1lyjynyKX8qw5g; path=/;

domain=.020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE
Date: Tue, 04 Aug 2020 05:05:10 GMT

x-token: HeEoZIVgPJjRSFT gQ92UApFDyzEO07TNBOBWG66Z0I1ly]jynyKX8qw5Sg
Content-Type: application/json;charset=utf-8

{

"type": "success",

"message": "M,

"date": "2020-08-04 13:05:10",

"spent": 2,
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o20a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: PUT

Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ_ t5ZcOBWG66Z0Ily]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2o0a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 133

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Vary: Accept-Encoding, User-Agent

Content-Length: 133

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "634125391"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAnQacDl1Vuo2A0BWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:11 GMT

x-token: HeEoZIVgPJjRSFT_gQ92UAnQacDl1Vuo2A0BWG66Z0I1lyjynyKX8qw5g

Content-Type: application/json;charset=utf-8

"type": "success",
"message": ""
: ’

"date": "2020-08-04 13:05:11",

"spent": 27,
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URL:
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Access-Control-Request-Headers: authorization,content-type, x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8gwbg
Access-Control-Request-Method: GET

Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0I1ly]jynyKX8qwSg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o20a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 146

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "856364347"

Vary: Accept-Encoding, User-Agent

Content-Length: 146

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "856364347"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAVtQAv]j-9AeSOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:22 GMT

x-token: HeEoZIVgPJRSFT_ gQ92UAVtQAvV]j-9AeSOBWG66Z0I1ly]ynyKX8qw5Sg

Content-Type: application/json;charset=utf-8

{

"type": "success",
"datam: "

: ’
"message": "",

"date": "2020-08-04 13:05:22",
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083ad4d3-4df1-4f88-b79b-36b810b5c80b (Page)
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPJRSFT gQ92UAoJb-dJ t5ZcOBWG66Z0Ily]ynyKX8qw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]ynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2c0a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Vary: Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAgKEEhkOcscVOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:26 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAgKEEhkOcscVOBWG66Z0I1ly]jynyKX8qw5Sg

Content-Type: application/json;charset=utf-8

{

"type": "success",
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"data": {
"task": 0,

"taskCompleted": 0,
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Accept-Language: en-US,en;qg=0.9
x-token: HeEoZIVgPJjRSFT_gQ92UAsoDcGlLWekGOBWG66Z0I1lyjynyKX8qw5g
Content-Type: application/json; charset=utf-8

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: *

Vary: Accept-Encoding, User-Agent

Content-Length: 4792

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "2486136150"

Set-Cookie: x-token=HeEoZIVgPjRSFT_ gQ92UAkfE1wIMIVKbOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:02:54 GMT

x-token: HeEoZIVgPJjRSFT_gQ92UAkKfElwIMIVKLOBWG66Z0IlyjynyKX8qw5g
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Accept-Language: en-US,en;g=0.9
x-token: HeEoZIVgPJRSFT gQ92UAsoDcGlLWekGOBWG66Z0I1y]jynyKX8qw5g
Content-Type: application/json; charset=utf-8

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: *

Vary: Accept-Encoding, User-Agent

Content-Length: 167

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "4126181196"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAQGZUGXfzKk50BWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:02:57 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAqGZUGXfzKk50BWG66Z0I1ly]jynyKX8qw5Sg
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Accept-Language: en-US,en;qg=0.9
x-token: HeEoZIVgPJRSFT_gQ92UAsoDcGlLWekGOBWG66Z0Ily]jynyKX8qw5Sg
Content-Type: application/json; charset=utf-8

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: *

Vary: Accept-Encoding, User-Agent

Content-Length: 2452

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "2116402561"

Set-Cookie: x-token=HeEoZIVgPjRSFT gQ92UAjOm5srj4MqrOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:02:55 GMT

x-token: HeEoZIVgPJRSFT_gQ92UAjOm5srj4MgrOBWG66Z0I1ly]ynyKX8qwSg
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URL: http://develop.o20a.net:20030/x_program_center/jaxrs/distribute/assemble/source/develop.o20a.net

e x-token (Cookie)

RS - A RE = I IR N 16 A cookie, EATTRI R TAELMT A Fr, AT 2R % e 6 LLIZH - S
BEAREH P ICFKUALIITHS

B - Web N AT 38 1 /> HitpOnly J& 1 ) 251l cookie

ERie M BT 231 cookie ¥ JI“HttpOnly” &

#fE:  AppScan KILFTH 2% cookie BA “HitpOnly” J& 1 -
JER s oy

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2o0a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 4792

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "2486136150"

Set-Cookie: x-token=HeEoZIVgPjRSFT_ gQ92UAuz9TL6S-X1KOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:04:25 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAuz9TL6S-X1KOBWG66Z0Ily]jynyKX8qw5Sg

Content-Type: application/json;charset=utf-8

{

"type": "success",
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URL: http://develop.o20a.net:20020/x_processplatform_assemble_surface/jaxrs/work/count/083ad4d3-4df
1-4f88-b79b-36b810b5c80b
Sfk: 083ad4d3-4df1-4f88-b79b-36b810b5c80b (Page)
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPjRSFT gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]jynyKX8qw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJjRSFT gQ92UAoJb-dJ_ t5ZcOBWG66Z0Ily]jynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive
Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2o0a.net

Vary:

Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag:

Vary:

"824817160"

Accept-Encoding, User-Agent

Content-Length: 244

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag:

"824817160"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAgKEEhkOCscVOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net
Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date:

Tue, 04 Aug 2020 05:05:26 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAgKEEhkOcscVOBWG66Z0I1y]jynyKX8qw5g
Content-Type: application/json;charset=utf-8

{

"type": "success",
"data": {
"task": 0,

"taskCompleted": 0,
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http://develop.o20a.net:20020/x_organization_assemble_personal/jaxrs/definition/forceLayout
forceLayout (Page)

FIRES T BRI BIA SO, 3R 2l i I P32 8 R At v P 4 AN 2 SR BURR A 2
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Access-Control-Request-Headers: authorization,content-type,x-requested-with, x-token
Origin: http://develop.o2o0a.net

Accept: */*

authorization: HeEoZIVgPJRSFT gQ92UAoJb-dJ t5ZcOBWG66Z0Ily]ynyKX8qw5g
Access-Control-Request-Method: GET

Accept-Language: en-US,en;qg=0.9

x-token: HeEoZIVgPJRSFT_gQ92UAoJb-dJ_t5ZcOBWG66Z0Ily]ynyKX8qw5Sg

HTTP/1.1 200 OK

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2c0a.net

Vary: Accept-Encoding, User-Agent

Content-Length: 146

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "856364347"

Vary: Accept-Encoding, User-Agent

Content-Length: 146

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

ETag: "856364347"

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAVtQAv]j-9AeSOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

Date: Tue, 04 Aug 2020 05:05:22 GMT

x-token: HeEoZIVgPJjRSFT gQ92UAvtQAvj-9AeSOBWG66Z0I1ly]jynyKX8qw5Sg

Content-Type: application/json;charset=utf-8

{

"type": "success",
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"data":

nn
’

"message": "",

"date":

"2020-08-04 13:05:22",
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http://develop.o20a.net/02_core/o2.min.js

o02.min.js (Page)
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...ate such as MM/DD/YYYY (i.e. "12/31/1999")',email:'Please enter a valid email address. For
example "fred@domain.com".',url:"Please enter a valid URL such as
http://www.example.com.", currencyDollar:"Please enter a va...

...0s MM/DD/YYYY in (bv. "12/31/1999")',email:'Voer asseblief \'n geldige e-pos adres in.
Byvoorbeeld "fred@domain.com".',url:"Voer asseblief 'n geldige bronadres (URL) soos
http://www.example.com in.",currencyDollar:"...

. "31/12/1999")',email:'Per favor, introdueix una adreASa de correu electronic valida. Per
exemple, "fred@domain.com".',url:"Per favor introdueix una URL valida com
http://www.example.com.", currencyDollar:"Per favor ...

...0 MM / DD / RRRR (tj. "12/31/1999")"',email:'Zadejte prosAm platnou e-mailovou adresu. NapAA-

klad "fred@domain.com".',url:"Zadejte prosAm platnou URL adresu jako
http://www.example.com.",currencyDollar:"Zadejte pr...

...riv dato i formatet DD-MM-YYYY (f.eks. "31-12-1999")',email:'Skriv en gyldig e-mail adresse.

F.eks "fred@domain.com".',url:'Skriv en gyldig URL adresse. F.eks
"http://www.example.com".',currencyDollar:"Skriv et gldi...
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...12.1999&quot;)",email:"Geben Sie bitte eine g&uuml;ltige E-Mail Adresse ein. Wie zum Beispiel
&quot;maria@bernasconi.ché&quot;.",url:"Geben Sie bitte eine g&uuml;ltige URL ein. Wie zum
Beispiel http://www.example.com.",c...

...TT.MM.JJJJ ein (z.B. "31.12.1999").',email:'Geben Sie bitte eine gA4ltige E-Mail-Adresse ein
(z.B. "max@mustermann.de").',url:'Geben Sie bitte eine gA4ltige URL ein (z.B.
"http://www.example.com") .',currencyDollar:"Ge...

L.o.p T4+ TPefeirl 101tinp
"fred@domain.com") .',url:"1
11, 111

... YYYY (p.e. "31/12/1999")',email:'Por favor, ingrese una direccilA®n de e-mail vAjlida. Por
ejemplo, "fred@dominio.com".',url:"Por favor ingrese una URL vAjlida como
http://www.example.com.",currencyDollar:"Por favor i...

...1/12/1999") ',email: 'Por favor, introduce una direcci&oacute;n de email v&aacute;lida. Por
ejemplo, "fred@domain.com".',url:"Por favor introduce una URL vé&aacute;lida como
http://www.example.com.",currencyDollar:"Por...

...jul MM.DD.YYYY (nAmiteks: "12.31.1999").',email:'Palun sisestage kehtiv e-maili aadress (nA
niteks: "fred@domain.com").',url:"Palun sisestage kehtiv URL (nAmiteks:
http://www.example.com) .", currencyDollar:"Palun sise...

.../1999") . ", email: 'U@ -U@s UU0 @¢g @+@® @SOU0U U@ @@ g+ U@se+g UoUlg . @ @+@50 Ug«aSU
"fred@domain.com"."',url:"Ug -UgS 0U© URL U@'@*@ @+ UPSUUQG http://www.example.com UZS@B+@
Uoulg™ .",currency. ..

.v (kuten "12/31/1999")',email:'Ole hyvAr ja anna kelvollinen sArhkAJpostiosoite (kuten
esimerkiksi "matti@meikalainen.com").',url:"Ole hyvAm ja anna kelvollinen URL, kuten esimerkiksi
http://www.example.com.", currencyDoll. ..

"31/11/1999")."',email:'Veuillez saisir une adresse de courrier &eacute;lectronique. Par
exemple "fred@domaine.com".',url:"Veuillez saisir une URL, comme
http://www.exemple.com.",currencyDollar:"Veuillez saisir une...

LLLYY (xxx "12/31/1999")',email:'x x xxxxx XX3xxX3 XxXXXXX XXXEXXA | XXXXXX:
"fred@domain.com".',url:"x x xxxxx xx¥xxx3 xxqIxT xxx§xxT,  xxx
http://www.example.com.",currencyDolla...

...AARA HH.NN. formAjban. (pl. "1999.12.31.")',email:'ValA’s e-mail cAm megadAsa szAk%ksAGges (pl.

"fred@domain.hu").',url:"ValA3s URL megadA;sa szAkksBAOges (pl.
http://www.example.com) .",currencyDollar:"ValA3®s pAo...
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...nel formato MM/GG/AAAA (es.: "12/31/1999")',email:'Inserire un indirizzo email valido. Per
esempio "nome@dominio.com".',url:'Inserire un indirizzo valido. Per esempio
"http://www.example.com".',currencyDollar: 'Inseri...

...formaat MM/DD/YYYY (bijvoorbeeld "12/31/1999")',email:'Vul een geldig e-mailadres in.
Bijvoorbeeld "fred@domein.nl".',url:"Vul een geldige URL in, zoals http...
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CVSS 4%: 0.0

URL: http://develop.o20a.net/02_core/o2.min.js

e 02.min. js (Page)

RS - AREST R Web fIR95 8% A M50t it AT, 1X ] e 3 BB & 0T Je st — 25 Bk AR IR 5 Web 1
PP RS R R

JBA - RLBEH =T 7 S BTN T ol iEAMEFF
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A A TR iy T e -
...\\))?)".replace(/<combinator>/," ["+h (">+~ 1@$%"&={}\\;</")+"]") .replace (/<unicode>/g, " (?:
[\N\w\\u00al-\\uFFFF-] |\\\\ [*\\s0-9a-f])") .replace (/<unicodel>/g, " (?: [:\\w\\uOOal-\\uFFFF--
end hi...

...eturn new RegExp (" (?:"+e.getMsg(t) .map ((function(e) {return e.substr(0,3)})).join("|")+") [a-

z]*") },m=--begin_highlight_tag--{d:/[0-2]2[0-9]|3([01]/,H:/[01]2[0-9]12[0-3]/--begin_highligh...

...function(e,t) {var i=m([t];return i? (n.push(t)," ("+i.source+")"):t})) .replace(/\[a-z\]/gi,"[a-
z\\u00cO-\\uffff;&]") ;return{format:t,re:new RegExp ("""+i+"$","i"), handler:function(t)
{t=t.slice(l) .associate(n);var...

...) | lthis.className) .clean().replace (/" (A\\. [ [*"]1)*"["(\\.|[*"])*"/g, (function (e) {return
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e.replace (" ","\\x20")})).split ("™ ")}},Element.Properties.validatorProps={set:function (e) {return
this.eliminate ("$moo:va...

% P (JavaScript) Cookie 51 @

171 Toc

%P3 (JavaScript) Cookie 5|

i
CVSS #+#: 0.0

URL: http://develop.o20a.net/o2_core/02.min.js

- /*! (Page)

ARG - WXk P B AR T R ke T %5 i i 81 22 F) cookie Y R SO (B
J5HA- Cookie 72 7E % J Hii il )

0 - W22 7 i (0 55 B B AN 22 418 A

#fEME-  AppScan 7E JavaScript 13 2%} cookie 15| A .
JE i

. this.options.secure&& (e+="; secure"),this.options.httpOnlyé&& (e+=";
HttpOnly"), this.options.document.cookie=this.key+"="+e,this}, read:function() {var
e=this.options.document.cookie.match (" (?:”];)\\s*"+this.key....

...vent (e, (function() {s[1l]||r--,s[l]=arguments,r| | (t.call(o,n,a,s),r=i,s=new Array(i))}))}))}})}
() ,Hash.Cookie=new Class ({Extends:Cookie,options:{autoSave:!0},initialize:function(e,t)
{this.parent (e, t),this.load()...
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URL: http://develop.o20a.net:20020/x_processplatform_assemble_surface/jaxrs/work/count/083ad4d3-4df
1-4f88-b79b-36b810b5c80b

I [GUID] (Parameter)
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X-Requested-With: XMLHttpRequest

Origin: http://develop.o2o0a.net

Accept: text/html,application/json, */*

authorization: HeEoZIVgPJRSFT gQ92UAoJb-dJ t5ZcOBWG66Z0IlyjynyKX8qwbg
Accept-Language: en-US,en;g=0.9

x-token: HeEoZIVgPJjRSFT_gQ92UAocJb-dJ_t5ZcOBWG66Z0I1lyjynyKX8qw5g
Content-Type: application/json; charset=utf-8

HTTP/1.1 500 Internal Server Error

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2c0a.net

Content-Length: 241

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAtQYOSpXTqAUOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.o020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE

HE 2 /5 TOC
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URL: http://develop.o20a.net:20020/x_calendar_assemble_control/jaxrs/event/list/filter
e ->"startTime" (Parameter)
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x-token: HeEoZIVgPJjRSFT_gQ92UAocJb-dJ_t5ZcOBWG66Z0I1lyjynyKX8qw5g
Content-Type: application/json; charset=UTF-8

{

"startTime": "'",
"endTime": "2020-09-06 00:00:00",
"createPerson": "hugi@hugi@P"

}

HTTP/1.1 500 Internal Server Error

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2o0a.net

Content-Length: 369

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAhmLvTxSAUQWOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE
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URL: http://develop.o20a.net:20020/x_calendar_assemble_control/jaxrs/event/list/filter
e ->"endTime" (Parameter)

RS - A e PR BUR ARG B
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x-token: HeEoZIVgPJjRSFT_gQ92UAocJb-dJ_t5ZcOBWG66Z0I1lyjynyKX8qw5g
Content-Type: application/json; charset=UTF-8

{

"startTime": "2020-07-26 00:00:00",
"endTime": "\u0000",
"createPerson": "hugi@hugi@P"

}

HTTP/1.1 500 Internal Server Error

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2o0a.net

Content-Length: 371

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAtsiwLOGUxXcBOBWG66Z0IlyjynyKX8qw5g; path=/;
domain=.020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE
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URL: http://develop.o20a.net:20020/x_calendar_assemble_control/jaxrs/event/list/filter/sample
e ->"endTime" (Parameter)
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x-token: HeEoZIVgPJjRSFT_gQ92UAocJb-dJ_t5ZcOBWG66Z0I1lyjynyKX8qw5g
Content-Type: application/json; charset=UTF-8

{

"startTime": "2020-08-04 00:00:00",
"endTime": "\u0000",
"createPerson": "hugi@hugi@P"

}

HTTP/1.1 500 Internal Server Error

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2o0a.net

Content-Length: 370

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAhmLvTxSAUQWOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE
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URL: http://develop.o20a.net:20020/x_calendar_assemble_control/jaxrs/event/list/filter/sample
e ->"startTime" (Parameter)

RS - A e PR BUR ARG B

B RIS NS HAAPAT IE 2 KL A A

ARPATIAE AR LR P A\ 15 TSI 2080 28 L DL e
0 7 - BAESHE R B AL THERMRA A . A2 SR B R

HERR:  NFIRE Y DVHHRIE R MR, R Al BE & i B BURME B IR E SCIRE -
AR 2 e T 0 o =

x-token: HeEoZIVgPJjRSFT_gQ92UAocJb-dJ_t5ZcOBWG66Z0I1lyjynyKX8qw5g
Content-Type: application/json; charset=UTF-8

{

"startTime": "'",
"endTime": "2020-08-05 00:00:00",
"createPerson": "hugi@hugi@P"

}

HTTP/1.1 500 Internal Server Error

Connection: keep-alive

Access-Control-Allow-Credentials: true

Server: nginx/1.14.1

Access-Control-Allow-Origin: http://develop.o2o0a.net

Content-Length: 369

Access-Control-Allow-Headers: x-requested-with, x-request, x-token, c-token, Content-Type,
Content-Length, x-cipher, x-client, x-debugger, Authorization
Access-Control-Expose-Headers: x-token, c-token

Set-Cookie: x-token=HeEoZIVgPjRSFT_gQ92UAhmLvTxSAUQWOBWG66Z0I1lyjynyKX8qw5g; path=/;
domain=.020a.net

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, HEAD, TRACE
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